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Chinh Sach Bao Vé Dir Liéu Ca Nhan (hay con c6 tén goi khac 1a Chinh Sach Quyén Riéng Tu)
(“Chinh Sach”) quy dinh cach thirc ching t6i xtr 1y Dit Liéu C4 Nhan (thu thap, xi 1y, chuyén
giao, luu trir) va thuc hién cac hoat dong khac tac dong dén Dir Liéu C4 Nhan cua Chu Thé Dir
Li€u phat sinh trong qua trinh hoat dong, kinh doanh, van hanh cua Cong ty Co phﬁn Lifestyle
Viét Nam c6 dia chi tru sé chinh tai S6 51, ph Xuan Diéu, phudng Tay HO, thanh phd Ha Noi,
Vi¢t Nam va trang thong tin dién tir chinh thirc 1a https://elitefitness.com.vn/ (“Céng Ty”).

This Personal Data Protection Policy (also known as the Privacy Policy) (the “Policy”) sets
forth the methods by which we process Personal Data (collection, processing, transfer, and
storage) and perform other activities impacting the Personal Data of the Data Subject arising
during the operation and business of Lifestyle Vietnam Joint Stock Company, having its head
office at No. 51, Xuan Dieu Street, Tay Ho Ward, Hanoi City, Vietnam, and the official website
at https://elitefitness.com.vn/ (the “Company”).

Cong Ty cam két bao vé su riéng tu va an toan cac Dir Li¢u Ca Nhan cua Chu Thé Dir Liéu theo
Chinh Séach nay va theo quy dinh phép luat hién hanh.

The Company commits to protecting the privacy and security of the Data Subject's Personal
Data in accordance with this Policy and current legal regulations.

Chinh Sach bao gdm céc ndi dung sau day:
This Policy includes contents as below:

1. DINH NGHIA
DEFINITIONS

Trir khi duge quy dinh khéc di trong Chinh Sach nay, cac tir va cum tir duge viét tit trong Chinh
Sach s€ c6 nghia nhu sau:

Unless otherwise provided in this Policy, terms and abbreviations used in this Policy shall have
the following meanings:

a) “Chiu Thé Dir Li€u” 1a ¢4 nhan dugc Dt Li¢u C4 Nhan phan anh, bao g@)m khéch hang,

hoi vién st dung san phém/dich vu cua Cong Ty; va’/hodc cac cd nhan khéc c6 phat sinh
giao dich, hop tac, tuong tac va/hodc quan h¢ phap ly véi Cong Ty; Nguoi Lién Quan
Cua Chu Thé Dit Liéu;
“Data Subject” means an individual to whom the Personal Data reflects, including
customers and members using the Company’s products/services, and/or other individuals
who have transactions, cooperation, interactions and/or legal relationships with the
Company,; Related Persons of the Data Subject;

b) “Cong Ty” la Cong ty Cé phan Lifestyle Viét Nam, hoat dong theo Gidy Chung nhén
bing ky Doanh nghi€p s6 0104972793 do S¢ Tai chinh Thanh pho Ha Noi cap lan dau
ngay 17/02/2011, current provisions of lawva dugc thay doi vao tung thoi diém (néu co);
“Company’” means Lifestyle Vietnam Joint Stock Company, operating under the Business

Registration Certificate No. 0104972793 first issued by the Hanoi Department of Finance
on February 17, 2011, as amended from time to time (if any),

c) “Co Quan Nha Nudc Co Thim Quyen c6 nghia 1a co quan cua Nha nudc, duoc phap
luat giao quyén va trach nhiém, c6 thim quyén theo quy dinh cta phéap luat quyét dinh
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d)

g

h)

»

dbi voi cac van dé phat sinh tir va lién quan dén Céng Ty, Chu Thé Dit Liéu ciing nhu cac
Tai Liéu Ky Két;

“Competent State Authority” means a state agency authorized and assigned
responsibilities by law, having the authority as prescribed by law to decide on matters
arising from and related to the Company, the Data Subject as well as the Signed
Documents;

“Dir Liéu Ca Nhan” hoic “DLCN” 1a dir lidu c4 nhan cia Cha Thé Dir Liéu, gdm cac
thong tin thé hién dudi dang ky hiéu, chit viét, chir s, hinh anh, 4m thanh hodc dang
twong tu trén moi truong dién tir gin lién véi con ngudi cu thé hodc gitp xac dinh con
nguoi cu thé, bao gé)m dir li€u ca nhan co ban va dir liéu ¢4 nhan nhay cam;

“Personal Data’ or “PD” means the personal data of the Data Subject, including
information in the form of symbols, letters, numbers, images, sounds, or similar forms in
the electronic environment which is associated with a specific person or helps identify a
specific person, including basic personal data and sensitive personal data;

“Tai Li¢u Ky Két” 1a cic hop ddng, théa thuan va/hodc tai ligu khac dugc ky két gitta
Chu Thé Dir Li¢u v6i Cong Ty dudi bat ky hinh thirc nao theo quy dinh cua phap luat,
bao gdm cé céc phu luc, stra d6i1, bd sung va gia han (néu co);

“Signed Documents” means contracts, agreements and/or other documents signed
between the Data Subject and the Company in any form in accordance with the
provisions of law, including appendices, amendments, supplements and extensions (if
any);

“Xur Ly Dir Liéu Ca Nhén” hodc “Xir Ly DLCN” la hoat dong tac dong t61 Dir Liéu Ca
Nhan, bao gdm mot hodc nhiéu hoat dong: thu thép, ghi, phan tich, tong hop, xac nhan,

Iwru trit, chinh sira, cong khai, két hop, truy cap, truy xut, thu hoi, ma hoa, giai ma, khir
nhan dang, sao chép, chia sé, truyén dwa, cung cdp, chuyén giao, x6a, hity Dir Liéu Ca
Nhéan hodc cac hanh dong khac c6 lién quan theo quy dinh phép luat;

“Personal Data Processing” or “PD Processing” means an activity impacting Personal
Data, including one or more of the following activities: collection, recording, analysis,
synthesis, confirmation, storage, correction, disclosure, combination, access, retrieval,
recovery, encryption, decryption, de-identification, copying, sharing, transmission,
provision, transfer, deletion, destruction of Personal Data or other relevant actions in
accordance with the law;

“Bén Kiém Soat Va Xir Ly Dir Liéu Ca Nhan” 1a t chirc, ca nhan dong thoi quyét dinh
muc dich, phuong tién va truc tieép Xu Ly D& Li¢u Ca Nhan; trong truong hop nay Bén
Kiém Soat Va Xt Ly Dt Li¢u C4 Nhan 1a Cong Ty;

“Personal Data Controller and Processor” means an organization or individual that
simultaneously decides the purposes and means and directly performs Personal Data
Processing, in this case, the Personal Data Controller and Processor is the Company;
“Bén Xt Ly Dir Li€éu Ca Nhan” hodac “Bén XLDL” 1a bén thuc hi¢n vi¢c Xur Ly Dir
Li¢u Ca Nhan thay mat cho Bén Kiém Soat Va Xu Ly Dir Li¢u Ca Nhan thong qua hop
dong hodc thda thuan véi Bén Kiém Soat Va Xir Ly Dt Li¢u C4 Nhan;

“Personal Data Processor” or “PD Processor” means a party that performs Personal

Data Processing on behalf of the Personal Data Controller and Processor through a
contract or agreement with the Personal Data Controller and Processor,

“Muc Pich Puwge Cho Phép” 1a cac muc dich dugc quy dinh tai Muc 4 cia Chinh Sach
nay;

“Permitted Purposes” means the purposes specified in Section 4 of this Policy;
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k) “Ngudi Lién Quan Ciia Chi Thé Dir Liéu” bao gdm dong s¢ hitu, déng str dung, ngudi
phu thudc, ngudi cé lién quan theo quy dinh phép luat, Vo/chéng, con va/hodc cha me
va/hodc nguoi giam ho, bén thu huong, nguoi duoc uy quyén, nguoi dai dién dugc chi
dinh, nguoi lién hé trong cac truong hop khan cdp hodc ca nhan khac cia Chu Thé Dir
Liéu;

“Related Persons of the Data Subject” include co-owners, co-users, dependents, related
persons as prescribed by law, spouse, children, and/or parents and/or guardians,
beneficiaries, authorized persons, designated representatives, emergency contacts, or
other individuals of the Data Subject;

1) Céc thuét ngir khong duoc quy dinh tai Muyc nay s& dugc giai thich theo Tai Liéu Ky Két
va quy dinh phap luat hién hanh.

Terms not defined in this Section shall be interpreted in accordance with the Signed
Documents and current provisions of law.

2. DU LIEU CA NHAN PUQC XU LY
PROCESSED PERSONAL DATA

Tuy ting thoi diém va nhérq phuc vu cho cac Muc Pich Puoc Cho Phép, Bén Kiém Soat Va Xur
Ly Dt Liéu Ca Nhan co6 thé thu thap va xtr Iy cac Dt Li¢u Ca Nhan sau ddy cua Chu Thé Dir
Li€u va Nguoi Lién Quan Cua Chu Thé D Li¢u:

From time to time and for the Permitted Purposes, the Personal Data Controller and Processor

may collect and process the following Personal Data of the Data Subject and the Related
Persons of the Data Subject:

a) Dirliéu cd nhin co ban:
Basic Personal Data:

(1)  Ho, chir dém va tén khai sinh; ngay, thang, ndm sinh; gi6i tinh; quoc tich; s6 ching
minh nhan dan/s6 cin cudc cong dan/s6 ho chiéu, ngay cip va noi cip; mi dinh danh
c4 nhan; thong tin visa; ma sb thué ca nhén;

Surname, middle name, and given name; date, month, and year of birth; gender;
nationality; identity card number/citizen identification card number/passport number,
date of issuance, and place of issuance; personal identification number; visa
information, personal tax identification number,

(i1)) Noi ¢ hién tai, dia chi lién h¢;
Current residence, contact address,
(111) S6 dién thoai lién hé, dia chi email;
Contact telephone number, email;
(iv) Tinh trang hon nhan; thong tin vé moi quan hé gia dinh (cha me, con, vo, chéng);
Marital status, information about family relationships (parents, children, spouses);
(v) Hinh anh c4 nhan;
Personal images;

(vi) Hinh 4nh, ban ghi 4m, ban ghi hinh Chi Thé Dir Liéu (bao gdm ca thong tin ¢6 dugc
tl)',céc hé thong an ninh, ké c4 ban ghi lai hinh qénh cia Chu Thé Dir Liéu trén hé
thong may quay, camera gidm sat tai cac dia diém kinh doanh/giao dich cia Cong
Ty);
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b)

Images, audio recordings, and video recordings of the Data Subject (including
information obtained from security systems, including recordings of the Data Subject
on camcorder systems and surveillance cameras at the Company's
business/transaction locations);

(vii) Céc phan hoi va ¥ kién cua Chu Thé Dit Liéu theo cac chuong trinh khao sat cua
Cong Ty;
Feedback and opinions of the Data Subject according to the Company's survey
programs;

(viii) Céc dit liéu ca nhan co ban khac cia Chu Thé Dit Liéu ma Cong Ty danh gi4 1a cn
thiét nham phuc vu cho vi¢c thuc hién cac Muc DPich Pugc Cho Phép theo quy dinh
tai Chinh Sach nay;

Other basic personal data of the Data Subject that the Company deems necessary for
the implementation of Permitted Purposes as specified in this Policy,

(ix) Céc dit liéu ca nhan co ban khac ciia Chu Thé Dit Liéu ma Cong Ty can phai thu thap
dé dam bao tuén thu quy dinh phap luat va/hodc theo yéu cau cia Co Quan Nha Nudc
C6 Tham Quyén;

Other basic personal data of the Data Subject that the Company needs to collect to
ensure compliance with legal regulations and/or at the request of Competent State
Authorities,

(x) Cac dir liéu ca nhén co ban khac dugc Chu Thé Dir Liéu dong ¥ cung cap hoic da
cung cap cho Cong Ty.

Other basic personal data that the Data Subject has consented to provide or already
provided to Company.

Dir liéu ca nhan nhay cam:
Sensitive Personal Data:

Céc dit liéu c4 nhan nhay cam ciia Chu Thé Dir Liéu theo quy dinh ciia phép ludt ¢ thé
dugc Cong Ty thu thép va xu ly tuy tung thoi diém dé thyc hién cac Muc Dich Duge Cho
Phép, bao gom:

Sensitive personal data of the Data Subject as prescribed by law that may be collected and
processed by the Company from time to time to perform the Permitted Purposes, including:

(1)  Hinh anh thé can cudc, thé can cudc cong dan va ching minh nhan dan, hinh dnh ho
chiéu;
Images of identity cards, citizen identification cards, and people’s identity cards;
passport images,

(ii) Dir liéu sinh tric hoc (van tay);
Biometric data, face ID;

(ii1) Tinh trang stc khde.
Health status.

(Danh muc dir liéu ca nhan quy ’d_inh tai muc nay thé hién cdc logi dir lidu cg’ thé dwoc Cong Tyg
thu thdp trong qua trinh cung cap san pham, dich vu. Tuy thudc vao san pham, dich vu Chu Thé

Dir Liéu lwa chon va tung giai dogn dang ky, giao két, thiee hién Tai Liéu Ky Két, Cong Ty chi

thu thdp, sw dung nhirng div liéu phu hop, can thzet cho muc dich twong wung da thong bdo.

Khéng phdi moi Chii Thé Dir Liéu déu phdi cung cdp todn b cdc logi dit liéu dwoc liét ké tai
muc nay).
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(The categories of personal data listed in this section represent the types of data that the
Company may collect in the course of providing products and services. Depending on the
products and services selected by the Data Subject and the relevant stage of registration,
execution or performance of the Executed Documents, the Company only collects and uses data
that is appropriate and necessary for the corresponding purposes notified to the Data Subject.
Not every Data Subject is required to provide all types of data listed in this section.)

3. CACHTHUC THU THAP DU LIEU CA NHAN
METHODS OF COLLECTING PERSONAL DATA

Cong Ty ¢6 thé thu thap Di Liéu C4 Nhan tir cic ngudn, kénh, domain ctia Cong Ty khi Chu
Tpé D@ Li¢u va/hodc Nguoi Lién Qqan Cua Qhﬁ Thé Dt Li€u cung cap lan dau hoac cap nhat,
b6 sung cho Cong Ty tai tung thoi di€ém, bao gom:

The Company may collect Personal Data through its sources, channels and domains when the
Data Subject and/or the Data Subject’s Related Persons initially provide such data to the
Company or subsequently update or supplement it from time to time, including:

a) Khi Chu Thé Dit Liéu truc tiép lién hé voi Cong Ty tai dia chi tru s¢ chinh/van phong dai
dién/chi nhanh hoic tai cac dia diém giao dich cua Cong Ty; truy cip, lién hé va tuong tac
thong qua cac website, ng dung, mang x hoi, tong dai dién thoai ciia Cong Ty hoic thong
qua cac kénh lién hé&/thong tin chinh thurc khac ciia Cong Ty;

When the Data Subject directly contacts the Company at its head office
address/representative offices/branches or at the Company’s transaction locations,
accesses, contacts, and interacts through the Company’s websites, applications, social
networks, call centers, or through other official contact/information channels of the
Company;

b) Khi Chu Thé Dix Liéu dang ky tham gia hodc tham gia vao cac chuong trinh, su ki¢n,
chuong trinh xtc tién thwong mai cua Cong Ty;

When the Data Subject registers to participate or participates in the Company's programs,
events, and trade promotion programs;

¢) Khi Cha Thé Dir Liéu dang ky, str dung hodc dugc dang ky sir dung cac san pham, dich vu
ciia Cong Ty, bao gom viéc ding ky hoi vién, dang ky sir dung dich vy thé duc thé thao,
tham gia 16p hoc, chuwong trinh huan luyén ca nhan, cic chuwong trinh chim séc stc khoe,
su kién thé thao, chuong trinh khuyén mai hodc cic chuong trinh khac do Cong Ty t6 chiic,
tryc tiép hodc théng qua céc t6 chic, doanh nghiép, ddi tac co hop tac véi Cong Ty;

When the Data Subject registers, uses, or is registered to use the Company’s products and
services, including membership registration, registration for fitness and sports services,
participation in classes, personal training programs, healthcare programs, sports events,
promotional programs, or other programs organized by the Company, directly or through
organizations, enterprises, and partners collaborating with the Company,

d) Khi Chu Thé Dir Liéu cung cap Dir Li¢u Ca Nhan cho Cong Ty thong qua cac giao dich,
twong tac, va/hodc hinh thirc cung cdp thong tin khac, cic ngudn va cach thirc hop phap
khac;

When the Data Subject provides Personal Data to the Company through transactions,
interactions, and/or other forms of information provision, and other legal sources and
methods;

e) Thong qua viéc nhan/chia sé Dir Liéu Ca Nhan can thiét tir cong ty me, cong ty con, cong
ty lién keét, doi tac trong qua trinh hgp tac véi Cong Ty va tur viée khach hang/hoi vién gioi
thiéu, ddm bao phu hop véi quy dinh cua phap luat.
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Through receiving/sharing necessary Personal Data from the parent company,
subsidiaries, affiliates, and partners during the process of cooperation with the Company
and from referrals by customers/members, ensuring compliance with the provisions of law.

Trudng hop khach hang/hodi vién cung cip Dit Liéu Ca Nhén cua bén thtr ba cho Cong Ty
theo hinh thirc gidi thi¢u hoac hinh thirc tuong tu khac, khach hang/hdi vién c6 trach nhiém
bao dam va tu chiu trach nhiém vé viéc da thong bao day du va di c6 duge sy dong ¥ hop
phap cua Chu Thé Dir Liéu d6 d6i véi viée chia sé, cung cdp Dit Liéu C4 Nhan cho Cong
Ty theo ding quy dinh phap luat.

In case a customer/member provides Personal Data of a third party to the Company in the
form of a referral or other similar forms, the customer/member shall ensure and take sole
responsibility for having fully notified and obtained the legal consent of such Data Subject
for the sharing and provision of Personal Data to the Company in accordance with legal
regulations.

MUC PiCH XU LY DU LIEU CA NHAN
PERSONAL DATA PROCESSING PURPOSES

Cong Ty c6 thé xtr Iy Dit Liéu C4 Nhan cho cac muc dich sau dy:

The Company may process Personal Data for the following purposes:

a)

b)

Nham tlep nhan thong tin dé tu van, gidi thiéu san pham, dich vu va danh gia kha nang
cung cp san pham, dich vu va/hoic giao két hop dong vai Cha Thé Dit Liéu, bao gom:

To receive information for consulting, introducing products, services, and evaluating the
ability to provide products, services and/or entering into contracts with the Data Subject,
including:

(i) Nhan biét, xac minh thong tin vé Chii Thé Dir Liéu;
Identifying and verifying information about the Data Subject;

(i) Tu vén, danh gia, tham dinh, phé duyét viéc cung cép san phém, dich vu theo cac van
ban dang ky, don dé nghi cia Cha Thé Dir Liéu va/hoic Ngudi Lién Quan Caa Chu
Thé Dir Liéu; ky két hop dong véi Chi Thé Dir Liéu va/hodc Nguoi Lién Quan Cua
Chu Thé Dit Liéu;
Consulting, evaluating, appraising, approving the provision of products and services
according to registration documents, applications of the Data Subject and/or Related
Persons of the Data Subject, signing contracts with the Data Subject and/or Related
Persons of the Data Subject,

(iii) Can nhéc viéc cung cép hodc tiép tuc cung cip bit ky san phdm, dich vu nao cua
Cong Ty cho Chu Thé Dt Li¢u;
Considering the provision or continued provision of any products, services of the
Company to the Data Subject;
Nhiam thuc hién cic quyén va nghia vu theo Tai Liéu Ky Két va/hodc cac thoa thuan, didu
khoan, diéu kién va cac van kién khéc gitrta Cong Ty va Chu Thé Dir Li€u, bao gom:
To exercise the rights and fulfill the obligations under the Signed Documents and/or
agreements, terms, conditions, and other instruments between the Company and the Data
Subject, including:
(i)  Pinh danh, x4c thuc va kiém tra thong tin ctia Chu Thé Dit Liéu, ghi nhan thong tin
cua Chu Thé Dir Li¢u cho giao dich theo Tai Li¢u Ky Két;
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d)

Identifying, authenticating, and verifying the information of the Data Subject, and
recording the Data Subject's information for transactions under the Signed
Documents;

(1)) Thong bao/duy tri lién lac, lién hé voi Chu Thé Dix Liéu;
Notifying/maintaining communication and contact with the Data Subject,

(iii) Hb trg Chu Thé Dir Liéu trong viéc tu van va giai dap thong tin, thic méc, khiéu
kién, khiéu nai, giai quyét cac van d€ phat sinh lién quan dén giao dich theo Tai Li¢u
Ky Keét;
Assisting the Data Subject in consulting and addressing information, inquiries,

claims, and complaints, and resolving issues arising in relation to transactions under
the Signed Documents;

(iv) Thanh toan/dé nghi thanh toan hoic nhan cac khoan thanh ton;
Making payments/requesting payments or receiving payments,

(v)  Quan 1y thong tin hdi vién, thé hoi vién gom: lich st sir dung dich vu, lich dat 16p
hoc, chuong trinh huan luyén ca nhan, viéc sir dung co so vat chat, thiét bi va cac
dich vu thé duc thé thao, cham so6c stic khde do Cong Ty cung cap;

Managing membership information and membership cards, including: service usage
history, class booking schedules, personal training programs, the use of facilities,
equipment, and fitness, sports, and healthcare services provided by the Company;

(vi) Thuc hién hoat dong cham soc va hd trg khach hang;
Performing customer care and support activities,

(vii) Thyc hién cac chuong trinh hop tac voi t6 chuc, doanh nghiép, dbi tac ciia Cong Ty,
bao gdm viéc cung cdp goi dich vu cho nhan vién cua cac t6 chtrc, doanh nghiép
hodc cac ¢4 nhan dugc hudng quyen lg1 theo cac chuong trinh hop tac;

Implementing cooperation programs with organizations, enterprises, and partners of
the Company, including the provision of service packages to employees of
organizations, enterprises, or individuals entitled to benefits under the cooperation
programs;

(viii) Thuyc hién cac quyén va nghia vu khac theo Tai Lidu Ky Két;
Exercising other rights and fulfilling other obligations under the Signed Documents;
Thong béo, t6 chirc thue hién cac chinh sach, chuong trinh/sy kién, khuyen mai, quang céo,

cac hoat dong xtc tién thuong mai khic cua Cong Ty va/hodc cac ddi tac cd hop tac véi
Cong Ty;

To notify and organize the implementation of policies, programs/events, promotions,
advertisements, and other trade promotion activities of the Company and/or partners
cooperating with the Company:

Tu van va gidi thi¢u cac san phém, dich vu cua Cong Ty va/hodc cta cac ddi tac tin cay co
ky céac thoa thuan hop tac va bao mat dir liéu ca nhan voi Cong Ty;

To consult and introduce products and services of the Company and/or trusted partners
who have cooperation and personal data confidentiality agreements with the Company,
Phuc vu cho viéc dap ung cac nhu cau va nang cao trai nghi¢m cua Chu Thé Dit Liéu,
Nguoi Lién Quan Cua Chu Thé Dir Li¢u; dam bao chat lugng dich vy, san pham hang hoéa
cung cap dén Cha Thé Dt Li¢u va thuc hién cac giao dich, hgp dong/thda thuan ky két voi
Chu Thé Dtr Li€u cling nhu cho yéu cau quan tri, di€u hanh, van hanh hoat dong, kinh
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g)

h)

doanh ctia Cong Ty theo quy dinh ctia phap luat (bao gdm viéc thuc hién cac nghia vu vé
béo cdo, tai chinh, ké toan va thué, cac hoat dong c6 muc dich kiém toan, tuan thu va cac
hoat dong khac phuc vu viéc kinh doanh hop phap cia Cong Ty trong nhiing truong hop
ma Cong Ty cho 1a can thiét); gidi thiéu, cung cip cac chuong trinh khuyen mai, uu dai
cho san pham, dich vu cua Cong Ty va ctia Cong Ty hop tac véi ddi tac; dé xudt san pham,
dich vu ma Cht Thé Dit Liéu c6 thé quan tdm thong qua nhan di¢n s¢ thich ciia Chu Thé
Dir Liéu; tiép thi, quang ba san phém, dich vu trong do6 bao gém xay dung cac chién dich
dya trén s& thich caa Cht Thé Dit Liéu;

To serve the fulfillment of needs and enhancement of the experience of the Data Subject
and Related Persons of the Data Subject; to ensure the quality of services, products, and
goods provided to the Data Subject and perform transactions, contracts/agreements signed
with the Data Subject, as well as for requirements of governance, administration,
operation of activities, and business of the Company in accordance with the law (including
to the performance of reporting, financial, accounting, and tax obligations, activities for
auditing and compliance purposes, and other activities serving the lawful business of the
Company in cases where the Company deems necessary); to introduce and provide
promotional programs and incentives for products and services of the Company and those
of the Company in cooperation with partners, to suggest products and services that the
Data Subject may be interested in through identifying the Data Subject's preferences; to
market and promote products and services, including building campaigns based on the
Data Subject's preferences;

Tai cAu trac, chuyén nhuong du 4n/doanh nghiép: Trong qué trinh kinh doanh, Cong Ty ¢
thé ban hodc mua cac doanh nghiép hodc tai cAu tric doanh nghi¢p hoac chuyén nhuong du
an hoac dich vy khac phu hop véi quy dinh ctua phap luat. Theo d6, Dt Li¢u Ca Nhan va
quyén sir dung thong tin n6i chung 1a mot trong nhimg tai san duoc chuyén nhugng. Trong
moi trudng hop, viée chuyén giao va xu 1y dir liéu s& dugc cac bén thuc hién phu hop voi
quy dinh cta phap luat va Chinh Séch nay;

To restructure, transfer a project/business: In the course of business, the Company may
sell or buy businesses, restructure businesses, or transfer projects or other services in
accordance with the law. Accordingly, Personal Data and the right to use information in
general are among the transferred assets. In all cases, the transfer and processing of data
shall be performed by the parties in accordance with the law and this Policy,

Théng ké hodc phan tich dir licu nham nghién ctru, xay dung, phat trién, cai tién san phém,
chat luong dich vy, nang cao trai nghiém cia Chu The Dt Li¢u, Nguoi Lién Quan Cua Chu
Thé Dt Li€u; nghién clru va phan tich thi truong;

To collect statistics or analyze data for researching, building, developing, and improving

products, service quality, and enhancing the experience of the Data Subject and Related
Persons of the Data Subject,; to carry out market research and analysis;

Giai quyét cic van dé phat sinh lién quan dén viéc sir dung trang thong tin dién tir/img
dung, cac kénh lién h¢/thong tin chinh thirc cia Cong Ty;

To resolve issues arising related to the use of websites/applications, and official
contact/information channels of the Company,

Quan 1y, giam sat, kiém soat toan bd qua trinh cung cip cac san pham, dich vu ciia Cong
Ty theo Tai Li¢u Ky Két, bao gdm ca vi¢c xac minh, ra soat, danh gid va giai quyét khiéu
nai, tranh chap c6 lién quan;

To manage, monitor, and control the entire process of providing products and services of

the Company under the Signed Documents, including verification, review, assessment, and
resolution of relevant complaints and disputes,
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i) Cho muc dich tuan thu phap luat, yéu cau cua Co Quan Nha Nude Co Tham Quyén bao

gdm nghia vy cong b thong tin, bao cdo theo quy dinh phap luat vé khuyén mai, luu trit hd
s0, kiém toan, cic quy dinh phéap lut co6 lién quan dén hoat dong kinh doanh ctia Cong
Ty,...;
For the purpose of legal compliance, requirements of the Competent State Authority,
including to information disclosure obligations, reporting in accordance with legal
regulations on sales promotions, record storage, auditing, legal regulations related to the
business operations of the Company, etc.;

k) Luu trlt, quan ly, du phong cho viéc phuc hoi su ¢b hay cho cac muc dich tuong tuy;
To archive, manage and reserve for disaster recovery or for similar purposes;

) Cac muc dich khac duoc Chu Thé Dit Liéu ddng ¥ trén co sé phu hop véi cac quy dinh
phap luat hodc dugc phap luat hodc Co Quan Nha Nudc C6 Tham Quyén yéu cau/cho phép
va cac muc dich khac dugc néu tai Chinh Sach nay.

Other purposes consented to by the Data Subject on the basis of compliance with legal
regulations or as required/permitted by law or Competent State Authorities, and other
purposes stated in this Policy.

(Cac myc dich néu tai Muc 4 ctia Chinh Sach nay dugc goi chung 1a “Muc Dich Puwge Cho
Phép”).

(The purposes stated in Section 4 of this Policy are collectively referred to as the “Permitted
Purposes”).

(Céc muc dich dwoc liét ké tai muc nay khéng dong nghia véi viéc Cong Ty mdc nhién sir dung
D Lidu Ca Nhén cho tét ca cac muc dich do. Péi véi trng muc dich can suw do”‘ng)} ciia Chii Thé
Dir Liéu, Céng Ty sé ldy sw dong y twong vmg trwde khi xit Iy va chi xir 1y Dit Liéu Cd Nhdn
trong pham vi muc dich & dwoc dong ).

(The purposes listed in this section do not mean that the Company will automatically use

Personal Data for all such purposes. For each purpose requiring the Data Subject’s consent, the

Company will obtain the corresponding consent before processing and will only process

Personal Data within the scope of the purposes to which the Data Subject has consented).

5. CACHTHUC XU LY DU LIEU CA NHAN
METHODS OF PROCESSING PERSONAL DATA

Tuy tung thoi diém va tuy theo tirng Muc DPich Pugc Cho Phép, Cong Ty sé& thuc hi¢n mdt hodc

nhiéu hoat dong tac dong td1 Dir Liéu C4 Nhan, bao gém ca cac hoat dong Xur Ly Dir Liéu Ca

Nhan. Cac hoat dong Xir Ly Dt Li¢u C4 Nhan co thé dugc Cong Ty thuc hién theo cach thic tu

dong hodc khong tu dong, b'flng cac phuong tién dién tr hoac cac cach thuc thu cong hodc bat ky

cach thirc nao phit hgp khac ma phap luat khong cdm, bao gom:

From time to time and depending on each Permitted Purpose, the Company will perform one or

more activities affecting Personal Data, including Personal Data Processing activities. Personal

Data Processing activities may be performed by the Company in automated or non-automated

manners, by electronic means or manual methods or any other appropriate methods not

prohibited by law, including:

a)  Céch thuc thu thap Dt Li€u C4 Nhan: thu thap tir cac trang thong tin dién tir, ing dung; tu
viéc cung cép cac san phém, dich vy, thyc hién cac nghia vu theo hop déng, thoa thuan cua
Cong Ty; cac trao doi, lién lac v6i Cha Thé Dir Liéu; mang xa hoi; thiét bi ghi am, ghi
hinh; tir cdc twong tac hodc cac cong ngh¢ thu thdp dir li€u tu dong va cac phuong tién
khac ma phép luat khong cim;
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b)

d)

Methods of collecting Personal Data: websites, applications, from the provision of
products, services, and the performance of obligations under contracts and agreements of
the Company, exchanges and communications with the Data Subject; social networks,
audio and video recording devices; from interactions or automated data collection
technologies and other means not prohibited by law,

Céch thirc luu trir: Dir Liéu Ca Nhan duoc luu trit dudi dang hd so gidy va/hodc dit liéu
dién t, c6 ap dung cac bién phap quan ly, bao mat phu hop. Hinh thuce, thoi han, can c
xac dinh thoi han va quy trinh luu trlt duge quy dinh tai Phy luc 01 ban hanh kém theo
Chinh Sach nay;

Methods of storage: Personal Data is stored in paper and/or electronic form, subject to
appropriate management and security measures. The storage formats, retention periods,
bases for determining such periods, and storage procedures are set out in Appendix 01
issued together with this Policy;

Cach thuc chuyén giao/chia s¢ Dir Liéu C4 Nhan: Phu hop v&i Muc Bich Buge Cho Phép
va tuan thu quy dinh cua phap luat;

Methods of transferring/sharing Personal Data: In accordance with the Permitted
Purposes and in compliance with the provisions of law;

Céch thtrc phan tich, ma hoa: Theo quy trinh ndi by cua Cong Ty va phu hgp voi quy dinh
cua phap luat;

Methods of analysis and encryption: In accordance with the internal procedures of the
Company and the provisions of law;

Céch thuc x06a, hiy dir li¢u: Dt Liéu C4 Nhan dugc xda, hily theo phuong thirc phu hop
voi tung loai dit li¢u, hinh thue luu trir va quy trinh quy dinh tai Phu luc 01, bao dam tuan
thu quy dinh phap luat.

Methods of data deletion: Personal Data is deleted and destroyed using methods
appropriate to each data type and storage format, in accordance with the procedures set
out in Appendix 01 and in compliance with applicable law.

Trong sudt qua trinh Xir Ly Dur Liéu Ca Nhén, bao mat la vu tién cao nhat cia Coéng Ty. Cong
Ty c6 bién phap thich hop vé ky thuat dé ngan chan viéc truy cép, sir dung trai phép Dir Li¢u Ca
Nhén. Cong Ty cam két Xir Ly Dt Liéu Ca Nhan dudi su kiém so4t can trong va thuc hién cac
bién phap hop 1y, can thiét dé bao vé Dir Liéu Ca Nhan ciia Chu Thé Dir Liéu.

Throughout the process of Personal Data Processing, security is the Company’s highest priority.
The Company has appropriate technical measures to prevent unauthorized access to or use of
Personal Data. The Company commits to Processing Personal Data under careful control and
implementing reasonable and necessary measures to protect the Personal Data of the Data
Subject.

6.

a)

b)

XU LY DU LIEU CA NHAN CUA TRE EM
PROCESSING OF CHILDREN’S PERSONAL DATA

Cong Ty s& Xu Ly Dir Liéu Ca Nhén cua tré¢ em theo nguyén tic bao vé cac quyén va loi
ich tot nhat cta tré em va phu hop voi quy dinh ctia phap luat;
The Company will process Personal Data of children based on the principle of protecting

the rights and for the best interests of children and in accordance with the provisions of
law;

Cong Ty chi Xt Ly Dir Liéu Ca Nhan cua tré¢ em va cung cap san pham, dich vu cho tré
em, néu cha me hodc ngudi giam ho ddng ¥ cho tré em duogc sit dung san pham, dich vu
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b)

cia Cong Ty, dong y dé Cong Ty Xt Ly Dt Liéu Ca Nhan cua tr¢ em, ddng ¥ v6i Chinh
Sach nay va tuan thu cac yéu cau cua phap ludt c6 lién quan. Trong trudong hop tré em tur 7
tudi tro 1én sir dung dich vu, san pham cua Cong Ty, ngoai cac yéu cau néu tai day, Cong
Ty chi X&r Ly Ditr Liéu Ca Nhan cua tré em khi ¢6 duge sy dong y cta tré em d6. BS, me
hodc nguoi giam ho chiu trach nhiém xin su dong ¥ cia tré em trude khi cung cdp Dir Lidu
Cé Nhan cua tré em cho Cong Ty.

The Company only Processes Personal Data of children and provides products and
services to children if the parents or guardians consent to the children using the
Company's products and services, consent to the Company’s processing of the children’s
Personal Data, agree to this Policy, and comply with relevant legal requirements. In case
children aged 7 or older use the Company’s services and products, in addition to the
requirements stated herein, the Company shall only process the Personal Data of children
upon obtaining their consent. Parents or guardians are responsible for obtaining the
children’s consent before providing their Personal Data to the Company.

THOI GIAN BAT PAU, THOI GIAN KET THUC XU LY DU LIEU CA NHAN
COMMENCEMENT AND TERMINATION OF PERSONAL DATA PROCESSING

Cong Ty bat dau Xt Ly Dir Liéu C4 Nhan khi nhan dugc Dit Liéu Ca Nhéan va c6 sy dong
¥ hop 1& ctia Chii Thé Dit Liéu, trir truong hop phép luat cho phép xtr Iy khong can sy dong
y.

The Company begins Processing Personal Data upon receipt of such Personal Data and
the valid consent of the Data Subject, unless processing without consent is permitted by
law.

Dit Liéu C4 Nhéan dugc xir 1y trong thoi gian can thiét dé thyc hién muc dich dd duoc Chu
Thé Dir Liéu dong y hodc muyc dich duoc phép thyuc hién theo quy dinh phap luat. Thoi han
luu trit, thoi diém tinh thoi han va viée x6a, huy ddi voi tung nhom Dir Liéu C4 Nhan duoc
thuc hién theo Phu luc 01 cta Chinh Sach nay.

Personal Data is processed for as long as necessary to fulfil the purposes consented to by
the Data Subject or otherwise permitted by law. The retention period, the date from which
such period is calculated, and the deletion or destruction of each category of Personal
Data shall be governed by Appendix 01 to this Policy.

Khi myc dich xtr 1y két thuc, Cong Ty chi tiép tuc Iuu trit phan Dir Liéu Ca Nhan can thiét
néu c6 can ctr xir 1y hop phép, theo cac diéu kién quy dinh tai Phu luc 01. Viéc tiép tuc luu
trit khéng cho phép Cong Ty st dung dit liéu cho muc dich da bi rut lai sy dong ¥ hoic
muc dich khac chua c6 can cur xtr 1y hop phap.

Once the processing purpose has ended, the Company shall retain only such Personal Data
as is necessary, provided that there is a lawful basis for doing so and subject to the
conditions set out in Appendix 01. Continued retention does not permit the Company to use
the data for any purpose for which consent has been withdrawn or for any other purpose

without a lawful basis for processing.
TO CHUC, CA NHAN CO LIEN QUAN PEN MUC PiCH XU LY DU LIEU CA
NHAN

ORGANIZATIONS AND INDIVIDUALS RELATED TO PERSONAL DATA
PROCESSING PURPOSES

Chu Thé Dir Liéu hiéu 16 rang Cong Ty c6 thé chuyén giao, chia sé Dir Liéu C4 Nhan cua
Chu Thé Dir Li¢u cho cac doanh nghiép, t6 chtrc 1a don vi cung tng cac dich vu, quan ly
van hanh, tu Van khao sat, tiép thi, quang cdo, moi gioi san pham/dich vu ma Chu Thé Dir
Liéu c6 nhu cau tim hiéu, giao dich; cac t6 chirc, doanh nghiép, don vi/bd phan lién quan,
ngudi lao dong ciia Cong Ty, cong ty me, cong ty con, cong ty lién két cua Cong Ty, chi
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b)

dau tu, chi s& hiru, bén moi gioi, dai Iy va cac don vi, chuyén gia tu van, kiém toan, luét
su, cac ddi tac hop tac, kinh doanh, cung cip giai phap cong nghé thong tin, phan mém tmg
dung, cac dich vu van hanh, quan ly su ¢, phat trién ha téng, nha thau cung ung dich vu,
hang hoa dé phuc vu cho viéc thuc hién cac giao dich va hop déng/théa thudn da ky hoac
s& ky két, thuc hién cac thu tuc phap 1y lién quan dén san pham/dich vu ciing nhu cho viée
phuc vu va ning cao trai nghiém ctia Chu Thé Dit Liéu va/hoic Ngudi Lién Quan Caa Chu
Thé Dit Liéu trong thoi gian sir dung san pham/dich vu ctng nhu cho cac yéu cAu quan tri,
diéu hanh, van hanh hoat dong, kinh doanh cuia cac chi thé nay theo quy dinh cua phap luat
va cho cac Muc bich Buge Cho Phep khac theo Chinh Sach nay; bét ky ca nhan, t6 chic 1a
bén dai di¢n, bén dugc uy quyen ctia Cha Thé Dix Liéu, hanh dong thay mat Chu Thé Dir
Liéu. Cac bén tiép nhan D Li¢u C4 Nhan c6 nghia vu bao mat Dir Liéu Ca Nhan cua Cong
Ty va quy dinh phap luét hi¢n hanh,;

The Data Subject clearly understands that the Company may transfer and share the
Personal Data of the Data Subject with enterprises and organizations providing services,
operations management, consulting, surveys, marketing, advertising, and brokerage of
products/services in which the Data Subject has a need to inquire or transact;
organizations, enterprises, related units/departments, and employees of the Company, its
parent company, subsidiaries, and affiliates, investors, owners, brokers, agents, and
consulting units, experts, auditors, lawyers, cooperation and business partners, providers
of information technology solutions, application software, operation services, incident
management, and infrastructure development, and contractors supplying services and
goods to serve the performance of transactions and contracts/agreements already signed
or to be signed, the performance of legal procedures related to products/services, as well
as for serving and enhancing the experience of the Data Subject and/or the Related
Persons of the Data Subject during the period of using products/services, and for the
governance, administration, operational, and business requirements of these entities in
accordance with the provisions of law and for other Permitted Purposes under this Policy;
any individual or organization being a representative or authorized party of the Data
Subject, acting on behalf of the Data Subject. Parties receiving Personal Data are
obligated to maintain the confidentiality of the Personal Data in accordance with the
Company’s requirements and current provisions of law,

Truong hop chia sé, tiét 10 hodc chuyén giao dit liéu ca nhan cho bén thir ba ngoai muc
dich phuc vu vi¢c giao két, thuc hién Tai Liéu Ky Két, Cong Ty s€ thong bdo va léy su
dong y riéng cua Chu Thé Dit Liét trudc khi thuc hién, trir truong hop phap ludt co quy
dinh khac;

Where Personal Data is shared, disclosed or transferred to a third party for purposes other
than facilitating the execution or performance of the Executed Documents, the Company
will notify the Data Subject and obtain their separate consent before doing so, unless
otherwise provided by law,

Tuy timg thoi diém, Cong Ty c6 thé phéi chia s¢ Dir Liéu Ca Nhan v6i Co Quan Nha Nude
C6 Tham Quyén theo quy dinh phap luat.

From time to time, the Company may have to share Personal Data with the Competent
State Authority in accordance with legal regulations.

QUYEN VA NGHIA VU CUA CHU THE DU LIEU

RIGHTS AND OBLIGATIONS OF THE DATA SUBJECT

Quyén ciia Chii Thé Dir Liéu

Rights of the Data Subject

Trir trudng hop phap luat c6 quy dinh khac, Chu Thé Dit Liéu c6 cac quyén sau:
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Unless otherwise provided by law, the Data Subject has the following rights:

(@)

(ii)

(iii)

(iv)

v)

(vi)

(vii)

Puoc biét vé hoat dong Xt Ly Dir Liéu Ca Nhan ctia minh, trir truong hop phap luat
cO quy dinh khac;

To be informed about the processing of their Personal Data, unless otherwise
provided by law,

Dong ¥, khong ddng v hodc rut lai sy dong v cho phép Xt Ly Dit Liéu Ca Nhan cua
minh, trtr trudong hop phap ludt c6 quy dinh khac;

To consent, withhold consent, or withdraw consent to the Processing of their
Personal Data, unless otherwise provided by law;

Truy cdp dé xem, chinh stra hodc yéu cau chinh sira Dit Liéu C4 Nhén ctia minh;
To access to view, correct, or request the correction of their Personal Data;
X6a hodc yéu cau x6a Dit Liéu C4 Nhan ctia minh;

To delete or request the deletion of their Personal Data;

Yéu cau han ché hodc phan dbi viéc Xir Ly Dit Liéu Ca Nhan;

To request restriction of or to object to the Processing of Personal Data;

Yéu cau cung cip cho ban than Dit Liéu Ca Nhan ctia minh; va

To request the provision of their own Personal Data; and

Céc quyén khac theo quy dinh ctia phép luat.

Other rights as prescribed by law.

Xin luu y rang:

Please note:

(a.1) Trong mot sb truong hop, viée Chi Thé Dir Liéu khong dong ¥ hodc rat lai su dong y

cho phép Xtr Ly Dir Liéu C4 Nhén; yéu cau han ché hodc phan ddi viéc cho phép Xir
Ly Dir Liéu Ca Nhan; x6a hodc yéu cau x6a Dit Liéu C4 Nhan c6 thé anh huong dén
kha ning ciia Cong Ty trong viéc cung cap hodc duy tri viéc cung cap cho Chii Thé
Dit Liéu céc san pham, dich vy, dich vu chdm séc Chu Thé Dit Liéu va/hodc Nguoi
Lién Quan Cua Chu Thé Dix Liéu hodc xtur ly khiéu nai cua Chu Thé Dix Liéu;

In certain cases, the Data Subject’s withholding of consent or withdrawal of consent
to the Personal Data Processing, request for restriction of or objection to the
Personal Data Processing, deletion or request for deletion of Personal Data may
affect the Company’s ability to provide or maintain the provision of products,
services, customer care services to the Data Subject and/or the Related Persons of
the Data Subject, or to process the Data Subject’s complaints;

(a.2) Khi nhan dugc yéu cau tir Chi Thé Dit Liéu vé viéc thuc hién (cac) quyen lién quan

dén Dir Liéu Ca Nhan, Cong Ty sé thong bao cho Chu Thé Dir Liéu vé nhiing hau
qua c6 thé xay ra khi yéu cau caa Chu Thé Dit Liéu duogc thuc hién;

Upon receipt of a request from the Data Subject regarding the exercise of right(s)
related to Personal Data, the Company shall notify the Data Subject of the potential
consequences when the Data Subject’s request is fulfilled;

(a.3) Khi nhan duoc yéu cau x6a Dit Liéu C4 Nhan tir Chu Thé Dir Liéu, trude khi x6a Dit

Liéu C4 Nhan (du la do Chu Thé Dit Liéu rut lai sy dong y hodic yéu cau x6a Dir Liéu
Ca Nhan), Cong Ty s€ ki€ém tra xem c6 bat ky 1y do chinh dang hodc trach nhiém
hodc nghia vu phép 1y nao doi voi Cong Ty hodc bat ky thanh vién ndo trong nhom
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cong ty ciia chiing t6i lién quan dén viéc chung toi phai sao luu, tiép tuc luu trir hodc
duoc phép Xur Ly Dir Li¢u Ca Nhan cia Chu Thé Dt Li¢u hay khong nham muc dich
tuan thu phép luat;

Upon receipt of a request for deletion of Personal Data from the Data Subject, prior
to deleting the Personal Data (whether due to the Data Subject’s withdrawal of
consent or request for deletion of Personal Data), the Company shall check whether
there are any legitimate reasons, responsibilities, or legal obligations of the
Company or any members of our corporate group related to the requirement to back
up, continue to store, or being permitted to process the Personal Data of the Data
Subject for the purpose of legal compliance;

(a.4) Cong Ty s& xu ly cac yéu cau ciia Chu Thé Dir Liéu phu hop véi quy dinh cua phéap
ludt va cin nhéc quyen loi chinh dang cua Chu Thé Dir Liéu. Tuy nhién, truong hop
viéc thyc hién quyén cua Chu Thé Dir Liéu dan dén viéc Cong Ty khong con du
thong tin can thiét hodc cin ctr hop phap dé tiép tuc cung cip san pham, dich vu,
Cong Ty c6 thé khong thé tiép tuc cung cip mot phan hodc toan bd san pham, dich vu
tuong tng va s& thong bao cho Chu Thé Dir Liéu vé hau qua lién quan theo quy dinh
phap luat va thoa thudn gitta cac bén. Cac hanh vi dugc thuc hién boi Chu Thé Dit
Liéu theo quy dinh nay s& duoc xem 14 sy don phuong chdm dut tir phia Chu Thé Dir
Liéu cho bat ky mdi quan hé nao giita Cha Thé Dit Liéu voi Cong Ty va hoan toan ¢
thé dan dén sy vi pham nghia vu hoic cac cam két theo hop dong giita Chu Thé Di
Liéu voi Cong Ty, dong thoi Cong Ty bao luu cac quyén va bién phap khic phuc hop
phép ctia Cong Ty trong nhimg truong hop do6. Theo do, Cong Ty s€ khong chiu trach
nhiém ddi véi Chu Thé Dir Liéu cho bat ky ton thit nao phat sinh va cac quyén hop
phap cua Cong Ty s& dugc bao luu mot cach day du. Bang nd luc hop 1y, Cong Ty sé&
thuc hién yéu cau hop phap va hop 1é tir Chit Thé Dit Liéu trong thoi gian phu hop
v6i quy dinh ciia phéap luat. Tuy nhién, vi myc dich bao mat, Céng Ty co thé yéu cau
Chu Thé Dir Liéu x4c minh danh tinh trudc khi xir 1y yéu céu ctia Chu Thé Dir Ligu.

The Company will process the Data Subject's requests in accordance with the
provisions of law and considering the legitimate interests of the Data Subject.
However, in the event that the Data Subject withdraws their consent, requests data
deletion and/or exercises other related rights regarding any or all Personal Data
which affects the ability to provide/maintain the Company’s products and services to
the Data Subject or to maintain the contractual relationship, depending on the nature
of the Data Subject's request, the Company may consider and decide on not
continuing to provide the Company's products and services to the Data Subject or
terminating the transaction/contractual relationship between the Company and the
Data Subject. The acts performed by the Data Subject under this provision shall be
deemed as a unilateral termination by the Data Subject of any relationship between
the Data Subject and the Company and may fully lead to a breach of contractual
obligations or commitments between the Data Subject and the Company, while the
Company reserves its legal rights and remedies in such cases. Accordingly, the
Company shall not be liable to the Data Subject for any losses arising and the
Company'’s legal rights shall be fully reserved. With reasonable efforts, the Company
will fulfill legal and valid requests from the Data Subject within a period consistent
with the provisions of law. However, for security purposes, the Company may require
the Data Subject to verify their identity before processing the Data Subject's request.

Cong Ty co quyen tir chdi thuc hién cac yéu cau ciia Chu Thé Dir Liu trong mét 5O
truong hop nhat dinh, pht hop véi quy dinh cta phép luat, bao gdm & truong ‘hop: (i)
Chu Thé Dir Liéu khong thyc hién ding trinh ty, thu tuc do Cong Ty hudng dan trong
d6 ndi dung yéu cau thiéu thong tin hodc khong hop 18; (ii) Chit Thé Dit Liéu khong
cung cap hodc cung cap khong day du cac gidy to, tai liéu dé xac minh danh tinh;
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b)

10.

hoic (iii) trong trudng hop Cong Ty danh gia c6 ddu hiéu gian lan, vi pham vé bao vé
Dir Li¢u Ca Nhan; hoac (iv) Quy dinh cua phap luat khong cho phép thyuc hién yéu
cau cua Cha Thé Dir Liéu.

The Company has the right to refuse to fulfill the Data Subject's requests in certain
cases, including: (i) the Data Subject fails to follow the sequence and procedures
guided by the Company in which the request content lacks information or is invalid;
(ii) the Data Subject fails to provide or to fully provides papers and documents to
verify their identity; or (iii) in case the Company assesses that there are signs of
fraud or violations of Personal Data protection; or (iv) the provisions of law do not
permit the fulfillment of the Data Subject's request.

Chii Thé Dt Liéu c6 thé thyc hién cac quyén clia minh bang cach lién hé v6i Cong Ty theo
thong tin dugc cung cap chi tiet tai Muc 12 (d) - Thong tin lién lac cia Chinh Sach nay.

The Data Subject may exercise their rights by contacting the Company according to the
contact information detailed in Section 12 (d) - Contact information of this Policy.

Nghia vu ciia Chii Thé Dir Liéu
Obligations of the Data Subject

(@)

(i)

(iii)

(iv)

)

Tu bao v¢ Dir Liéu Ca Nhan cua minh; yéu clu céc td chuc, ca nhan khac ¢o lién
quan bao v¢ Dir Li¢u Ca Nhan cia minh. Thong bdo kip thoi cho Cong Ty khi phat
hién théy c6 sai sot, nham 1an, ro ri vé Dir Liéu Ca Nhan hodc nghi ngo Dir Li¢u Ca
Nhan dang bi xam pham,;

To self-protect their own Personal Data; to request other relevant organizations and
individuals to protect their Personal Data. To promptly notify the Company upon
discovering any errors, inaccuracies, or leakage of Personal Data or suspecting that
Personal Data is being compromised;

Ton trong, bado vé Dt Li¢u C4 Nhan cia nguoi khac;
To respect and protect the Personal Data of others;

Cung cap day du, chinh x4c Dir Liéu Ca Nhan khi dong y cho phép Xur Ly Dir Ligu
C4 Nhan. Néu c6 bét ky thong tin sai 1éch nao, Chi Thé Dir Liéu sé& tu chiu bang chi
phi ctia minh trong truong hop thong tin d6 lam anh huong hodc han ché quyén lgi
cuia Chu Thé Dt Liéu;

To provide full and accurate Personal Data when consenting to the Processing of
Personal Data. In the event of any inaccurate information, the Data Subject shall
bear the consequences at their own expense if such information affects or restricts the
rights and interests of the Data Subject;

Thyce hién quy dinh phap lugflt vé bao vé dir liéu c4 nhan va tham gia phong, chéng cac
hanh vi vi pham quy dinh vé bao v¢ dit li¢u ca nhan;

To comply with legal regulations on personal data protection and participate in the
prevention and combating of violations of personal data protection regulations;

Céc nghia vu khac theo quy dinh phép luat.
Other obligations as prescribed by law.

HAU QUA, THIET HAI KHONG MONG MUON CO KHA NANG XAY RA
POTENTIAL UNEXPECTED CONSEQUENCES AND DAMAGES
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Cong Ty sur dung cac cong ngh¢ bao mat thong tin khac nhau nhu hé thong tudng lira, cac
bién phap kiém soat truy cap, md hoa... nhdm bao vé va ngin chin viéc Dir Liéu C4 Nhan
bi truy cap, sir dung hodc chia sé trai phép, cu thé nhu sau:

The Company uses various information security technologies, such as firewalls, access
controls and encryption, to protect Personal Data and prevent unauthorized access, use or
sharing, as detailed below:

(1)

(i)

(iii)

Hé théng tuong Itra va bao v¢ mang: Cong Ty trién khai hé théng tudong lua
(Firewall) dé kiém soat, giam sat va loc cac két ndi mang ra/vao hé thong thong
tin, han ché cac két ndi trai phép tir bén ngoai. Cac quy tac tuong lira duogc thiét
lap theo nguyén tac chi cho phép cac két ndi can thiét phuc vu hoat dong cua h¢
théng. Bén canh d6, Cong Ty ap dung cac bién phap phan ving mang, kiém soat
luu luong giira cic viing mang va han ché kha ning truy cap truc tiép dén cac hé
thong may chu, co s¢ dir liéu c6 chira Dit Li¢u Ca Nhan.

Firewalls and network protection: The Company deploys firewalls to control,
monitor and filter inbound and outbound network connections to its information
systems and restrict unauthorized external connections. Firewall rules are
configured to permit only the connections necessary for system operations. In
addition, the Company implements network segmentation, controls traffic
between network segments and restricts direct access to servers and databases
containing Personal Data.

Kiém soat va phan quyén truy cép: Cong Ty ap dung co ché xac thyc va phan
quyen ngudi dung ddi vdi cac h¢ thong c6 xir Iy hodc luu trit Dit Liéu C4 Nhén.
Quyén truy cép duoc cip dua trén chirc nang, nhiém vy va pham vi cong viéc cua
ting ca nhan/bd phan. Viéc phan quyén dugc thyc hién theo nguyén tac quyén tdi
thiéu can thiét (Least Privilege), theo do ngudi dung chi dugc cap quyén truy cap
dbi véi dir liéu va chirc ning can thiét dé thuyc hién cong viéc dugc giao. Tai
khoan nguoi dung dugc quan ly riéng biét; viéc sir dung tai khoan quan tri va tai
khoan c6 quyén truy cap cao dugc kiém soat va han ché ddi twong sir dung.

Access control and authorization: The Company implements user authentication
and authorization mechanisms for systems that process or store Personal Data.
Access rights are granted based on the functions, responsibilities and scope of
work of each individual or department. Access rights are assigned according to
the principle of least privilege, whereby users are granted access only to the data
and functions necessary to perform their assigned duties. User accounts are
managed individually; the use of administrator accounts and accounts with
elevated access privileges is controlled and restricted to designated users.

Xac thuc va bao vé tai khoan: Cong Ty ap dung cac co ché xac thyc ddi voi ngudi
dung khi truy cap hé thdng, bao gdm tai khoan va mat khau hodc cac phuong thirc
xac thyc bo sung phtt hop vdi timg hé thong. Mat khau dugc yéu cau dap ung cac
yéu cau vé do phuc tap va dugc luu trit theo phuong thire bao mat phu hop, khong
luu trir dudi dang van ban rod (plaintext). Cong Ty thuc hién quan 1y vong doi tai
khodn, bao gdm viéc tao méi, thay doi, khoa va thu hdi quyén truy cap khi ngudi
dung thay ddi vi tri cong viéc hoac cham dut quan hé lao dong.

Authentication and account protection: The Company implements authentication
mechanisms for users accessing its systems, including usernames and passwords
or additional authentication methods appropriate to each system. Passwords must
meet complexity requirements and are stored using appropriate security methods,
rather than in plaintext. The Company manages the account lifecycle, including

16|27



(iv)

(v)

(vi)

(vii)

account creation, modification, locking and revocation of access rights when
users change roles or their employment ends.

Ma hoa dir liu: Cong Ty ap dung cac bién phap mé hoa phu hop dé bao vé Dir
Liéu Ca Nhén trong qua trinh truyen nhan gitta nguoi dung, mg dyng va may
chu, dic biét dbi véi cac két ndi qua mang cong cong. Cac két ndi dén hé thong
dugc bao vé bing cac giao thirc truyén thong an toan (vi du HTTPS/TLS). Dbi
voi dit lidu can duoce bao vé & murc cao hon, Cong Ty ap dung cac co ché ma hoa
hodc bién phap bao vé tuong ung ddi voi dit lidu duoge luu trit, tuy thude vao tinh
chat va mirc do nhay cam cua dir li¢u.

Data encryption: The Company implements appropriate encryption measures to
protect Personal Data during transmission between users, applications and
servers, particularly over public networks. Connections to the systems are
protected using secure communication protocols, such as HTTPS/TLS. For data
requiring a higher level of protection, the Company applies encryption or
corresponding protective measures to storved data, depending on its nature and
sensitivity.

Bao vé may chu, hé thong va thiét bi ddu cudi: Cac may chu, may tram va thiét bi
dugc sir dung dé xur ly Dir Li€u Ca Nhan dugc ap dung cdc bién phap bao vé phu
hop, bao gom phan mém chéng mi doc, co ché kiém soat truy cip va cac bién
phép bao vé h¢ diéu hanh, img dung. Cong Ty thuc hién cap nhat ban va bao mat
dbi voi hé diéu hanh, phin mém va cac thanh phan hé théng trong pham vi phu
hop nham han ché nguy co bi khai thic cac 16 hong bao mat di duogc biét dén.

Protection of servers, systems and endpoint devices: Servers, workstations and
devices used to process Personal Data are protected by appropriate measures,
including anti-malware software, access controls and measures to secure
operating systems and applications. The Company applies security patches to
operating systems, software and system components, as appropriate, to reduce the
risk of exploitation of known security vulnerabilities.

Giam sat, ghi nhan va kiém tra truy cap: Cong Ty thyc hién ghi nhan va/hodc
giam sat cac hoat dong truy cap, dang nhap va thao tac quan trong trén cac hé
thong c¢6 xir Iy Dir Liéu Ca Nhan trong pham vi phit hop. Cac thong tin nhat ky
(log) c6 thé bao gdm thong tin vé tai khoan truy cép, thoi diém truy cap, hé thong
hodc chuc nang dugce truy cép va cac hoat dong quan trong dugc thuc hién. Céc
log dugc su dung dé phuc vu viéc giam sat, phat hi¢n va diéu tra cac hoat dong
truy cap hodc xur ly dir liéu bat thuong.

Access monitoring, logging and review: The Company logs and/or monitors
access, login activities and significant operations on systems that process
Personal Data, as appropriate. Logs may include information about the account
used, the time of access, the system or function accessed and significant activities
performed. Logs are used to monitor, detect and investigate unusual access or
data processing activities.

Sao luu va khoi phuc dir liéu: Cong Ty thuc hién sao luu dit li€u va cac hé¢ théng
quan trong theo chinh sach sao luu pht hop nhim han ché nguy co mat mat dir
lidu do sy c6 ky thuat, 15i hé théng, mi doc hoic cac sy ¢b khac. Cac ban sao luu
dugc ap dung cac bién phap kiém soat truy cap va bao v¢ phu hop. Cong Ty c6 co
ché khoi phuc dir liu/h¢ théng khi xay ra su cb trong pham vi kha ning va diéu
kién thuc té cia hé thong.

17|27



Data backup and recovery: The Company backs up data and critical systems in
accordance with an appropriate backup policy to reduce the risk of data loss
caused by technical incidents, system failures, malware or other incidents.
Backups are subject to appropriate access controls and protective measures. The
Company maintains mechanisms for recovering data and systems following an
incident, within the capabilities and actual operating conditions of its systems.

(viii) Béo vé tmg dung va co sé dit lidu: Dbi véi cac tng dung va co sd dit lidu co xir Iy
Dit Liéu Ca Nhan, Cong Ty ap dung cac bién phap kiém soét truy cap, xac thuc,
phan quyén va bao vé dir liéu phit hop. Quyén truy cép truc tiép vao co s& dir liéu
duogc han ché d6i voi cac dbi tuong c6 nhi¢m vu lién quan. Viéc truy Xuét, thay
d6i hodc quan tri dir liéu dugc kiém soat theo quyén dugc cip nhdm han ché nguy
co truy cdp hodc stra d6i dit liéu trai phép.

Aplication and database protection: For applications and databases that process
Personal Data, the Company implements appropriate access controls,
authentication, authorization and data protection measures. Direct access to
databases is restricted to persons whose duties require such access. Data
retrieval, modification and administration are controlled according to assigned
access rights to reduce the risk of unauthorized access or modification.

Tuy nhién, trén thuc té, Cong Ty khong thé loai bo hoan toan céc rui ro bao mat co thé xay ra
trong qua trinh xu Iy D& Liéu Ca Nhan trong mot sd truong hop nhu: (1) 16i hé théng, 16i phan
clng, phan mém trong qua trinh xtr Iy Dr Liéu Ca Nhén c6 thé 1am mat dir liéu c4 nhan ctia Chu
Thé Dir Liéu, (i1 16 hong bao mat nim ngoai kha ning kiém soat cua Cong Ty, hé thong bi
hacker tin cong gay 19, lot dir liéu hodc do cac nguyén nhan khach quan nim ngoai tim kiém
so4t cia Cong Ty c6 thé giy nén cac hau qua, thiét hai khong mong mudn ddi véi Chi Thé Dir
Li¢u.

However, in practice, the Company cannot completely eliminate all security risks that may arise
during the processing of Personal Data in certain circumstances, such as: (i) system, hardware
or software failures during Personal Data processing that may result in the loss of the Data
Subject’s Personal Data; or (ii) security vulnerabilities beyond the Company’s control, hacker
attacks on its systems resulting in data exposure or leakage, or other external causes beyond the
Company’s control that may result in unintended consequences or harm to the Data Subject.

b) Cong Ty khuyén cao:

The Company recommends.:

(1) Chu Thé Dir Liéu bao mat cic thong tin lién quan dén mat khau dang nhap vao tai
khoan, ma OTP va khong chia sé ndi dung nay véi bat ky nguoi nao khéac.

The Data Subject shall keep information related to account login passwords and
OTPs confidential and shall not share this content with any other person.

(i)  Chii Thé Dir Liéu can biét 15 rang bat ky thoi diém nao khi Chi Thé Dir Ligu tiét 10
va cong khai Dir Liéu Ca Nhan cua minh, dir liéu do6 c6 the bi nguoi khac thu thap
va sir dung cho cac muc dich khac nam ngoai tam kiém soat cia Chu Thé Dir Li¢u
va Cong Ty.

The Data Subject should be well aware that at any time the Data Subject discloses
and publicizes their Personal Data, such data may be collected and used by others
for other purposes beyond the control of the Data Subject and the Company.

(i) ~ Cong Ty khuyén céo Chu Thé Dit Liéu béo quan thiét bi c4 nhan (mdy dién thoai,
may tinh bang, may tinh cé nhan,...) trong qua trinh sir dung. Chu Thé Dt Li¢u nén
dang xuat khoi tai khoan ctia minh khi khong st dung.
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d)

11.

The Company recommends the Data Subject to preserve their personal devices
(mobile phones, tablets, personal computers, etc.) during use. The Data Subject
should log out of their account when not in use.

(iv) ~ Khong gian mang khong phai 1a mét méi trudong an toan va Coéng Ty khong thé

dam bao tuyét d6i rang Dir Liéu Ca Nhén duoc chia s¢ qua khong gian mang s&
luén duoc bao mat. Khi truyén tai Dir Liéu C4 Nhan qua khong gian mang, Chu
Thé Dit Liéu chi nén str dung céc hé thong an toan dé truy cap trang thong tin dién
tir, ing dung hodc thiét bi. Chu Thé Dit Liéu c6 trach nhiém giir thong tin xac thuc
truy cdp cua minh cho timg trang thong tin dién tir, tng dung hoic thiét bi an toan
va bi mat.
Cyberspace is not a secure environment and the Company cannot absolutely
guarantee that Personal Data shared via cyberspace will always be kept
confidential. When transmitting Personal Data via cyberspace, the Data Subject
should only use secure systems to access websites, applications, or devices. The
Data Subject is responsible for keeping their access credentials for each website,
application, or device secure and confidential.

Trudng hop xay ra su ¢d, rii ro bao mat trong qué trinh xtr Iy Dit Liéu Ca Nhan, Cong Ty
s& thong bao dén Cha Thé Dir Liéu duoc biét dong thoi thong bao vi pham quy dinh vé bao
vé Dit Liéu Ca Nhan dén co quan chirc ning theo quy dinh phap luat hién hanh (néu phat
hién xay ra vi pham) va nd luc thuc hién cac bién phap khic phuc, ngian chin hau qua &
muc t6i thiéu;

In the event of a security incident or risk during the processing of Personal Data, the
Company will notify the Data Subject and simultaneously notify the personal data
protection violation to the functional authorities in accordance with current legal
regulations (if a violation is detected) and strive to implement remedial and preventive
measures to minimize consequences,

Chu Thé Dir Li¢éu x&c nhan da hiéu dugc cac rui ro, thiét hai c6 kha ndng xay ra doi véi Dir
Liéu Ca Nhan cua minh.

The Data Subject confirms having understood the potential risks and damages to their
Personal Data.

CHUYEN DU LIEU CA NHAN RA NUOC NGOAI
CROSS-BORDER TRANSFER OF PERSONAL DATA

Viéc chuyén Dit Liéu C4 Nhan ra nudc ngoai (néu c6) sé& dugc thuc hién phu hop voi quy dinh
phap lut.

The cross-border transfer of Personal Data (if any) shall be carried out in accordance with the
provisions of law.

12.

a)

QUY PINH KHAC
OTHER PROVISIONS

Khi Dit Liéu Ca Nhan ctia Nguoi Lién Quan Cia Chu Thé Dit Liéu duoc cung cp cho
Cong Ty, Chu Thé Dir Li¢u va Nguoi Lién Quan Cua Chu Thé Dir Liéu cam doan, bao
dam va chiu trach nhiém rang thong tin di dugc cung cap day du va da duoc Chu Thé Dir
Liéu va Nguoi Lién Quan Cua Cha Thé Dir Liéu dong y/chap thuan hop phap dé duoc xur
1y phu hop v6i Chinh Sach nay.

When Personal Data of the Related Persons of the Data Subject is provided to the
Company, the Data Subject and the Related Persons of the Data Subject represent,
warrant, and take responsibility that the information has been fully provided and has been
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b)

legally consented to/approved by the Data Subject and the Related Persons of the Data
Subject to be processed in accordance with this Policy.

Chu Thé Dir Liéu va Ngudi Lién Quan Cta Chu Thé Dit Liéu dong y rang Cong Ty khong
c6 trach nhiém phéi thém dinh vé tinh hop phép, hop 1¢ cta su déng y/chdp thuin nay va
Cong Ty c6 quyén yéu cau Cha Thé Dit Liéu va Ngudi Lién Quan Cia Chu Thé Dir Liéu
cung cap thong tin, tai liéu chimg minh viéc d thong bao va co dugc su dong y/chép thuan
hop 1& néu trén. Cong Ty chi xur 1y dir liéu trong pham vi sy dong y/chap thuin do, trir
truong hop phap luat cho phép xir Iy khong can su dong y. Cong Ty duoc mién trach va
dugc yéu cau boi thudng cac thiét hai, chi phi lién quan khi Chu Thé Dir Liéu va Ngudi
Lién Quan Cuia Cha Thé Dir Liéu khong thuc hién ding ndi dung quy dinh tai day.

The Data Subject and the Related Persons of the Data Subject agree that the Company is
not responsible for verifying the legality or validity of such consent/approval and that the
Company has the right to require the Data Subject and the Related Persons of the Data
Subject to provide information and documents evidencing that the relevant notice has been
given and valid consent/approval has been obtained as stated above. The Company shall
only process the data within the scope of such consent/approval, unless processing without
consent is permitted by law. The Company shall be held harmless and shall be entitled to
claim compensation for related damages and costs if the Data Subject and the Related
Persons of the Data Subject fail to comply with the provisions herein.

Sy dong ¥ ctia Cha Thé Dir Liéu
Consent of the Data Subject

(i)  Trudc khi X Ly Dir Liéu Ca Nhéan, Cong Ty cung cip cho Cha Thé Dit Liéu théng
tin vé loai dit liéu dugc xir 1y, timg muc dich xur 1y, t6 chtc, ca nhan duogc xir 1y dir
liéu, quyén va nghia vu ciia Chui Thé Dit Liéu va cac thong tin khac theo quy dinh
phap luat. Truong hop xtr Iy dit liéu ca nhan nhay cam, Cong Ty thong bao rd cho
Chu Thé Dir Liéu biét dit liéu duoc xur ly 1a dit liéu ca nhan nhay cam.

Before Processing Personal Data, the Company shall provide the Data Subject with
information on the types of data to be processed, each processing purpose, the
organizations and individuals permitted to process the data, the Data Subject’s
rights and obligations, and other information required by law. Where sensitive
personal data is processed, the Company shall expressly inform the Data Subject
that the data being processed constitutes sensitive personal data.

(ii)  Cong Ty xin sy déng ¥ thong qua vin ban, phuong thirc dién tir hodc phuong thirc
khac c6 thé kiém chung theo quy dinh phap luat, bio dam xac dinh dugc ngudi
ddng ¥, thoi diém va ndi dung duge dong y. Sy ddng ¥ phai dwoc thé hién tu
nguyén, rd rang va cy thé ddi véi timg muc dich xir Iy. Chat Thé Dir Liéu c6 quyén
lra chon déng ¥ hodc khong dong ¥ d6i voi timg muc dich; su im ling hodc khong
phan hoi khong duoc coi 1a dong y. Cong Ty khong thiét 1ap lua chon dong y mic
dinh hodc dit viéc dong ¥ voi cac muc dich ngoai ndi dung thoa thuan lam diéu
kién bat budc dé giao két hodc thuc hién hop déng.

The Company shall obtain consent in writing, by electronic means or through other
verifiable methods permitted by law, ensuring that the person giving consent, the

time and the content of such consent can be identified. Consent must be voluntary,
clear and specific to each processing purpose. The Data Subject may choose to

2027



consent or withhold consent for each purpose, silence or non-response shall not
constitute consent. The Company shall not use default consent settings or make
consent to purposes outside the agreed scope a mandatory condition for entering
into or performing a contract.

(iii)  Cong Ty ghi nhan, luu trit bang ching vé sy dong ¥ va chi xtr 1y dit liéu trong pham
vi da duoc dong ¥, trir trudng hop phap luat cho phép xir Iy khong can su dong .
Viéc doc hodc chép nhan Chinh Sach nay khong mac nhién duogc coi la déng v voi
tat ca cac Muc Pich Puge Cho Phép dugc néu trong Chinh Sach. Khi bo sung hoac
thay ddi muc dich, pham vi xr Iy vuot qua ndi dung da dugc dong ¥, Cong Ty
thong bao va xin sy déng ¥ bo sung trude khi thuc hién.

The Company shall record and retain evidence of consent and shall only process
data within the scope of the consent given, unless processing without consent is
permitted by law. Reading or accepting this Policy shall not automatically
constitute consent to all Permitted Purposes stated in this Policy. Where a new or
changed processing purpose or scope exceeds the consent already given, the
Company shall notify the Data Subject and obtain additional consent before
carrying out such processing.

(iv)  Cha Thé Dir Liéu c6 thé rat lai su dong ¥ theo thong tin lién lac tai diém (d) Muc
nay. Cong Ty ghi nhan, cdp nhat viéc rat lai sy dong y va thuc hién cic nghia vu
lién quan theo quy dinh phéap luat. Viéc rat lai sy dong ¥ khong anh huéng dén tinh
hop phap cua hoat dong xir Iy da thuc hién trude do.

The Data Subject may withdraw consent using the contact details provided in point
(d) of this Section. The Company shall record and update the withdrawal of consent
and fulfil its related obligations in accordance with the law. Withdrawal of consent
shall not affect the lawfulness of processing carried out before such withdrawal.

Stra d6i, bo sung Chinh Sach
Amendments and Supplements to the Policy

Cong Ty c6 thé sira ddi, bo sung Chinh Sach nay vao timg thoi diém phu hop véi quy dinh
phap luat hi¢n hanh va cong bd cong khai tai dia chi tru s chinh cua Cong Ty va/hodc cap
nhat tai trang thong tin dién t chinh thirc cua Cong Ty hodc bang phuong thirc phi hop
khac (néu c6). Cong Ty sé& thong bao dén Cha Thé Dit Liéu qua email, SMS hoic phuong
thirc phit hop khac d& Chu Thé Dir Liéu biét va tiép can ndi dung sira doi, bd sung. Truong
hop nodi dung sira ddi, bd sung can su dong ¥ ciia Chu Thé Dir Liéu, Cong Ty sé& lay su
ddng ¥ tuong tng trude khi thuc hién.

The Company may amend or supplement this Policy from time to time in accordance with
applicable laws and make it publicly available at the Company’s registered head office
and/or update it on the Company’s official website or through other appropriate means (if
any). The Company will notify the Data Subject by email, SMS or other appropriate means
so that the Data Subject is aware of and can access the amendments or supplements.
Where any amendment or supplement requires the Data Subject’s consent, the Company
will obtain the corresponding consent before implementing it.

Chu Thé Dir Liéu nén thudng xuyén truy cép trang thong tin dién tir chinh thirc ctia Cong
Ty dé kiém tra va cap nhat cac thay doi/stra do6i/bo sung (n€u c6) Chinh Sach vao tung thoi
diém.
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d)

The Data Subject should regularly access the Company's official website to check and
update any changes/amendments/supplements (if any) to the Policy from time to time.’

Viéc Chu Thé Dit Liéu tiép tuc st dung hoac tuong tac voi cac san phém, dich vu cua
Cong Ty hodc ting dung duogc hiéu rang Chu Thé Dt Li€u da doc, hi€u Chinh Sach nay
cung cac sua doi, bo sung lién quan vao tung thoi diem.

The Data Subject’s continued use of or interaction with the Company's products, services,
or applications shall be understood that the Data Subject has read and understood this
Policy along with relevant amendments and supplements from time to time.

Thong tin lién lac
Contact information

Truong hop co bét ky cau hoi va/hodc yéu cau lién quan dén Chinh Sach nay hoic thyce
hién cac quyén d6i voi Dir Liéu Ca Nhan ctia minh, Cha Thé Dit Liéu vui 1ong giri yéu cau
dén dia chi email: bvdlcn@elitefitness.com.vn; hoac lién h¢ vdi ching toi theo thong tin
sau:

In case of any questions and/or requests related to this Policy or the exercise of rights
regarding their Personal Data, the Data Subject please send the request to the email
address: bvdlcn(@elitefitness.com.vn; or contact us at the following information:

Cong ty Co phan Lifestyle Viét Nam

Lifestyle Vietnam Joint Stock Company

Dia chi giao dich: S6 51, ph Xuan Diéu, phudng Tay Ho, thanh phd Ha Noi, Viét Nam
Transaction address: No. 51, Xuan Dieu Street, Tay Ho Ward, Hanoi City, Vietnam

S6 dién thoai: 024 7302 0888

Telephone number: 024 7302 0888

Gio lam vige: (ngoai trir cac dip L&, Tét) Thir 2 dén Thir 6 hang tuan - Tir 8:30 dén 17:30
va Thur 7 hang tuan — Tur 8:30 dén 12:00.

Working hours: (excluding holidays and Tet) Monday to Friday - From 8:30 to 17:30 and
Saturday - From 8:30 to 12:00.
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PHU LUC 01
LUU TRU, XOA VA HUY DU LIEU CA NHAN

Phu luc nay 1a bd phan khong tach roi cia Chinh Sach. Cac thuat nglr dugc st dung trong Phu
luc c6 nghia nhu quy dinh tai Chinh Sach.

A. QUY DINH CHUNG

1. Can cwr xac dinh thoi han luu triv

1.1.

1.2.

1.3.

1.4.

Thoi han va thoi diém tinh thoi han luu trir d6i v6i timg nhém Dit Liéu C4 Nhan duogc
quy dinh tai Phan B, cdn clt vao thoi han luu trit bat budc theo phap luat ap dung ddi
v6i loai hd so, dit liéu trong tmg. Khi phap luat khong quy dinh thdi han bt budc,
Cong Ty xac dinh thoi han dua trén muc dich xtr Iy hop phép, thoi gian thuc hién giao
dich, nhu cau ddi soat, giai quyét khiéu nai va cac quyén, nghia vu lién quan.

Thoi han tai Phan B khong loai trir viéc phai x6a, huy sém khi dit liéu khong con can
thiét, khong con can ¢t xtr Iy hop phéap hodc thudc trudng hop phai x6a, huy theo quy
dinh phap luat.

Trudng hop can tiép tuc luu trit do nghia vu phép 1y, yéu cau hop phap cua Co Quan
Nha Nuée C6 Tham Quyén hodc vu viéc cu thé co can clr xir 1y hop phap, Cong Ty
chi bao luu phﬁn dit liéu can thiét; ghi nhén cdn ct, pham vi va thoi han hodc diéu
kién két thic viéc bao luu; han ché truy cap va st dung trong pham vi cin ct d6. Dir
liéu dugc xtr 1y theo Phu luc nay khi cin ctr bao luu két thuc.

Doi voi tai liéu ké toan, thoi han, thoi diém tinh thoi han luu trir va tha tuc tiéu hay
dugc thuc hién theo quy dinh phap luat vé ké toan. Noi dung tai li€u phai dugc bao
toan trong thoi han luu trir bat budc.

2. Hinh thie lwu triv

2.1.

2.2.

Hb so giéy duoc luu trong tu hoac khu vuc luu trit co kiém soat viéc tiép can, su dung
va giao nhan. Dit liéu dién tir dugc luu trén hé théng, thiét bi hodc ha tﬁng dugc Cong
Ty cho phép va quan 1y, c6 phan quyén truy cip va bién phap bao mat phu hop. Dir
li¢u ca nhan nhay cam dugc gidi han truy cap theo nhiém vu va ap dung bi¢n phép
bao v¢ tuong ung.

Ban sao luu dugc sir dung dé phuc hoi dir liéu, hé théng khi ¢ su b, dugce bao vé va
han ché truy cip. Chu ky sao luu va bién phap xtr Iy ban sao luu phai bao dam dap
ung thoi han x6a theo phéap luat; dir liéu da dugc xac dinh phai x6a khong duge dua
tro lai sir dung khi phuc hdi hé théng.

3. Phwong thirc khir nhian dang, xéa va hiy

3.1.

Khtr nhan dang: Loai bdé hodc bién ddi cac thong tin nhan dang va thong tin co thé
lién két dé xac dinh c4 nhan, bao dam khong thé xac dinh hodc xac dinh lai Cha Thé
Dit Liéu. Viéc thay tén bang ma nhung van con bang ddi chiéu hoic kha ning lién két
dé nhén dién c4 nhan khong dugc coi 1 hoan tit khir nhan dang.

Khtr nhan dang chi dugc ap dung khi can gitt dir liéu phuc vu muc dich théng ke,
phan tich phu hop va dap tmg diéu kién néu trén; khong thay thé nghia vu x6a, huy
khi phap luat hodc yéu cau hop 18 budc phai xoa, huy.
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3.2.

3.3.

3.4.

Xoa dir liéu dién tir: Xoa dir liéu khoi hé théng, thu muc va cac ban sao thugc pham vi
quan 1y; 4p dung bién phap ky thuat phu hop dé ngan truy cp, khoi phuc trai phép.
Viéc 4n ho so, khoa tai khoan hodc chuyén di li€u vao thung rac khong ty than dugc
coi 12 hoan tat viéc x6a.

Huy ho so: Ho so gidy dugc cat vun, nghién hodc tiéu huy bang phuong thirc khong
cho phép doc lai ndi dung.

Ghi d¢: Thay thé dit liéu cii bang dit liéu méi hodc 4p dung bién phap ghi dé phu hop,
bao dam dit liéu cii khéng con duoc truy cap, khoi phuc trai phép. Céac ban trich xuét,
ban sao dugc xu 1y riéng theo thoi han twong ing.

4. Trach nhiém va trinh ty thuc hién

4.1.

4.2.

4.3.

4.4.

4.5.

B6 phan quan 1y ho so xac dinh noi luu, thoi han va danh muc dir li¢u can khur nhan
dang, x6a, huy; phoi hop véi dau moi bao vé dir liéu cd nhan va bd phan chuyén moén
lién quan kiém tra cén cur tiép tuc luu trir.

B§ phan quan ly hd so thuc hién hodc td chuc huy hd so giéy; bd phan quan 1y h¢
thdng thyc hién xt 1y dir liéu dién tur.

Két qua thyc hién dugc ghi nhan b.':fmg hinh thirc phu hop voi hd so giéy hodc dir liéu
dién tu, bao gém luu lich st xtr 1y trén hé théng, 1ap bién ban hodc hinh thire ghi nhén
khac, bao dam c6 thé tra ctru, kiém ching pham vi dit liéu, phuong thuc, thoi diém,
ngudi thuc hién va phan dir liéu con bao luu ciing cin ctr twong Gng, néu co.

Yéu cau ciia Chu Thé Dir Liéu dugc tiép nhan qua thong tin lién lac trong Chinh
Sach, xac minh phu hop, phan hoéi va giai quyét trong thoi han phap luat quy dinh.
Trudng hop chua thé thyc hién toan bo hodc mot phan yéu cau, Cong Ty thong bao 1y
do va céan cu ap dung.

Trinh tu 4p dung khi dit li¢u hét thoi han luu trix, khong con can thiét cho muc dich xu
Iy, ¢6 yéu cau hop 18 cia Chu Thé Dir Liéu hodc thudc trudng hop phai xtir 1y theo
quy dinh phap luat dugc quy dinh tai Bang 01 dudi day.
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1. Xac dinh dir liéu can xr ly

|

2. Lap danh muc
Nhém dit liéu, ngi luu va ban
sa0

J

3. Co can cir hap phap
dé tidp tuc luu dir liéu nhan
dang?

L -

C6 — phan cin bao luu

Ghi nhan cén cd, pham vi
va thai han hodc mac ra soat

PR

- ‘

Han ché truy cap, sif dung
Ra soat khi can i bao luu ket
thiic

Khéng — phan can xu ly

4. Xac dinh phuang thie
theo Phan B va quy dinh phap

luat
—_—
Khir nhan dang dudc phép
Thuc hién khit nhan dang
Kiem tra kha nang nhan dién Xéa, hiy hoic ghi dé
lai

|

Khéng thé nhan dién lai?

.

Co Khéng

| )

+

Thutc hién trén dir liéu
va cac ban sao lién quan

—
L

5. Kiém tra két qua
Xac nhan cla bén x(r ly néu co

6. Ghi nhén ket qua
Phan hoi Chi Thé Dir Liéu néu
€6 yéu cau

(Bang 01)
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B. DANH MUC VA THOI HAN LUU TRU DU LIEU CA NHAN KHACH HANG

Thoi han dudi ddy duoc tinh tir mdc twong Gmg tai cot “Mdc tinh thoi han”, trir trudng hop
dugc quy dinh khac. Céc thoi han khong do phap luat bat budc 1a thoi han do Cong Ty xac
dinh theo khoan A.1.

Ho sordittigu | Dren Phap KhIKEE T o inh thoi han Théi han
j thic luu triv ’ ’
Ho sodangky hoi |\ nhin dang Kﬂhi h(:)’p ddng hoi vién 05 nim
vién két thuc
Khtr nhan dang, trir
Hop ddng/thoa truong hop phai luu | Khi hop ddng hoi vién 10 ndm
thuan hdi vién nguyén trang theo | két thuc
phap luat
Lich str check- R Khi hop dong hoi vién i}
in/check-out Khurnhan dang két thuc 02 nam
Lich st st d Khi hop dong hoi vié
}c st su dung Khir nhan dang ! i op ong hoi vién 05 nim
dich vu két thac
Lich dit huan ‘
1 : Khi hop d3ne hai via
luyén cé nhan Khtr nhan dang A ! op ong hot vieh 02 nam
. ket thac
(PT)/16p hoc
H6 so hudn luyén Khi hop dong hoi vién -
i Khtr nhan d C o i 05
¢4 nhan (PT) \ hian dang két thac fam
Chi s6 co thé: can 5
Khi hgp dong hoi vié
nang, BMI, ty 1¢ Khtr nhan dang z ! op ong ot vien 02 nam
~ 2 két thic
mo co thé
02 nam; han ché
) hié at
Thong tin stc Khit nhan dan Khi hgp dong hoi vién n1g1 éir?rzgacé
khoe/chan thurong MENE | két thae FATYER TR 4P
trong thoi gian
luu
D lidu khuén X?a, huy 7mau smP ' . o Xoba nga‘y' hoac
A trac hoc, anh ngudn | Khi hop dong hoi vién trong thot han
mat/van tay phuc o, Cn I n .
) va ban sao lién két thuc khong qua 30
vu check-in .
quan ngay
T 30 dén 90
ngay; xac dinh
Xoba, hiy hodc ghi hoi h hé
Hinh anh CCTV 08, MUY ROAC BN Noay ghi hinh thot han cu the
de cho tung hé
thdng, khong
vugt qua 90 ngay
Theo loai tai
Xo6a, hity theo th , liéu; t6i thiéu 1
Hoéa don/chung tir 0 p uy, ©0 u' Theo phap luat ké toan 1?u, 0;1. {e.u‘ .O
i tuc ké toan sau khi PR e en nam doi1 voi tai
thanh toan B N . | doi véi tung loai tai liéu e R
hét nghia vu luu trir liéu thudc dién
phai luu t6i thiéu
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Bién phap khi két

HOb so/dir liéu . N Mbobc tinh thoi han Thoi han
j thuc luu triv ’ ’
10 ndm
Ho so khiéu nai/ L
Cé" SORMCUNAUSE | 11 nhan dang Khi vu viée két thuc 05 nam
HO so tai nan tai g
Osotanan - ki nhan dang Khi vu viée két thuc 10 ndm
phong tap
Ngung su dung
ngay khi khach
Khtr nhan dang hang rut lai sy

Thong tin st dung
cho tiép thi, quang
cao

hoac xoa, huy;
khéng tiép tuc ding
cho tiép thi, quang
cao

Khi khéch hang rut lai sy
ddng y di v6i muc dich
tuong trng

ddng y; thuc hién
khtr nhan dang
hodc xda, huy
trong thot han

phap luat quy
dinh
Ll(ih St iuep thi, Khir nhan dang Lan tuong tac cudi cing | 03 nim
quang cao
Tai khoan ung
dung/trang thong Khtr nhan dang Khi dong tai khoan 01 ndm
tin dién tir
Tt 01 dén 02
A1 nam; xac dinh
Nhat ky truy thoi han cuy thé
cap/an ninh hé Xoa, huy Khi dong tai khoan A
théng cho tung loai
nhat ky, khong
vugt qua 02 nam
Ghi am cudc goi Xba, huy Ngay thuc hién cudc goi | 02 nam

tong dai
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	b) Nghĩa vụ của Chủ Thể Dữ Liệu
	Obligations of the Data Subject
	a) Công Ty sử dụng các công nghệ bảo mật thông tin khác nhau như hệ thống tường lửa, các biện pháp kiểm soát truy cập, mã hóa… nhằm bảo vệ và ngăn chặn việc Dữ Liệu Cá Nhân bị truy cập, sử dụng hoặc chia sẻ trái phép, cụ thể như sau:
	The Company uses various information security technologies, such as firewalls, access controls and encryption, to protect Personal Data and prevent unauthorized access, use or sharing, as detailed below:
	(i) Hệ thống tường lửa và bảo vệ mạng: Công Ty triển khai hệ thống tường lửa (Firewall) để kiểm soát, giám sát và lọc các kết nối mạng ra/vào hệ thống thông tin, hạn chế các kết nối trái phép từ bên ngoài. Các quy tắc tường lửa được thiết lập theo ngu...
	Firewalls and network protection: The Company deploys firewalls to control, monitor and filter inbound and outbound network connections to its information systems and restrict unauthorized external connections. Firewall rules are configured to permit ...
	(ii) Kiểm soát và phân quyền truy cập: Công Ty áp dụng cơ chế xác thực và phân quyền người dùng đối với các hệ thống có xử lý hoặc lưu trữ Dữ Liệu Cá Nhân. Quyền truy cập được cấp dựa trên chức năng, nhiệm vụ và phạm vi công việc của từng cá nhân/bộ p...
	Access control and authorization: The Company implements user authentication and authorization mechanisms for systems that process or store Personal Data. Access rights are granted based on the functions, responsibilities and scope of work of each ind...
	(iii) Xác thực và bảo vệ tài khoản: Công Ty áp dụng các cơ chế xác thực đối với người dùng khi truy cập hệ thống, bao gồm tài khoản và mật khẩu hoặc các phương thức xác thực bổ sung phù hợp với từng hệ thống. Mật khẩu được yêu cầu đáp ứng các yêu cầu ...
	Authentication and account protection: The Company implements authentication mechanisms for users accessing its systems, including usernames and passwords or additional authentication methods appropriate to each system. Passwords must meet complexity ...
	(iv) Mã hóa dữ liệu: Công Ty áp dụng các biện pháp mã hóa phù hợp để bảo vệ Dữ Liệu Cá Nhân trong quá trình truyền nhận giữa người dùng, ứng dụng và máy chủ, đặc biệt đối với các kết nối qua mạng công cộng. Các kết nối đến hệ thống được bảo vệ bằng cá...
	Data encryption: The Company implements appropriate encryption measures to protect Personal Data during transmission between users, applications and servers, particularly over public networks. Connections to the systems are protected using secure comm...
	(v)  Bảo vệ máy chủ, hệ thống và thiết bị đầu cuối: Các máy chủ, máy trạm và thiết bị được sử dụng để xử lý Dữ Liệu Cá Nhân được áp dụng các biện pháp bảo vệ phù hợp, bao gồm phần mềm chống mã độc, cơ chế kiểm soát truy cập và các biện pháp bảo vệ hệ ...
	Protection of servers, systems and endpoint devices: Servers, workstations and devices used to process Personal Data are protected by appropriate measures, including anti-malware software, access controls and measures to secure operating systems and a...
	(vi) Giám sát, ghi nhận và kiểm tra truy cập: Công Ty thực hiện ghi nhận và/hoặc giám sát các hoạt động truy cập, đăng nhập và thao tác quan trọng trên các hệ thống có xử lý Dữ Liệu Cá Nhân trong phạm vi phù hợp. Các thông tin nhật ký (log) có thể bao...
	Access monitoring, logging and review: The Company logs and/or monitors access, login activities and significant operations on systems that process Personal Data, as appropriate. Logs may include information about the account used, the time of access,...
	(vii) Sao lưu và khôi phục dữ liệu: Công Ty thực hiện sao lưu dữ liệu và các hệ thống quan trọng theo chính sách sao lưu phù hợp nhằm hạn chế nguy cơ mất mát dữ liệu do sự cố kỹ thuật, lỗi hệ thống, mã độc hoặc các sự cố khác. Các bản sao lưu được áp ...
	(viii) Bảo vệ ứng dụng và cơ sở dữ liệu: Đối với các ứng dụng và cơ sở dữ liệu có xử lý Dữ Liệu Cá Nhân, Công Ty áp dụng các biện pháp kiểm soát truy cập, xác thực, phân quyền và bảo vệ dữ liệu phù hợp. Quyền truy cập trực tiếp vào cơ sở dữ liệu được ...
	Aplication and database protection: For applications and databases that process Personal Data, the Company implements appropriate access controls, authentication, authorization and data protection measures. Direct access to databases is restricted to ...
	Tuy nhiên, trên thực tế, Công Ty không thể loại bỏ hoàn toàn các rủi ro bảo mật có thể xảy ra trong quá trình xử lý Dữ Liệu Cá Nhân trong một số trường hợp như: (i) lỗi hệ thống, lỗi phần cứng, phần mềm trong quá trình xử lý Dữ Liệu Cá Nhân có thể làm...
	However, in practice, the Company cannot completely eliminate all security risks that may arise during the processing of Personal Data in certain circumstances, such as: (i) system, hardware or software failures during Personal Data processing that ma...
	b) Công Ty khuyến cáo:
	The Company recommends:
	c) Trường hợp xảy ra sự cố, rủi ro bảo mật trong quá trình xử lý Dữ Liệu Cá Nhân, Công Ty sẽ thông báo đến Chủ Thể Dữ Liệu được biết đồng thời thông báo vi phạm quy định về bảo vệ Dữ Liệu Cá Nhân đến cơ quan chức năng theo quy định pháp luật hiện hành...
	In the event of a security incident or risk during the processing of Personal Data, the Company will notify the Data Subject and simultaneously notify the personal data protection violation to the functional authorities in accordance with current lega...
	d) Chủ Thể Dữ Liệu xác nhận đã hiểu được các rủi ro, thiệt hại có khả năng xảy ra đối với Dữ Liệu Cá Nhân của mình.
	The Data Subject confirms having understood the potential risks and damages to their Personal Data.
	Việc chuyển Dữ Liệu Cá Nhân ra nước ngoài (nếu có) sẽ được thực hiện phù hợp với quy định pháp luật.
	The cross-border transfer of Personal Data (if any) shall be carried out in accordance with the provisions of law.
	Công Ty có thể sửa đổi, bổ sung Chính Sách này vào từng thời điểm phù hợp với quy định pháp luật hiện hành và công bố công khai tại địa chỉ trụ sở chính của Công Ty và/hoặc cập nhật tại trang thông tin điện tử chính thức của Công Ty hoặc bằng phương t...
	The Company may amend or supplement this Policy from time to time in accordance with applicable laws and make it publicly available at the Company’s registered head office and/or update it on the Company’s official website or through other appropriate...
	Chủ Thể Dữ Liệu nên thường xuyên truy cập trang thông tin điện tử chính thức của Công Ty để kiểm tra và cập nhật các thay đổi/sửa đổi/bổ sung (nếu có) Chính Sách vào từng thời điểm.
	The Data Subject should regularly access the Company's official website to check and update any changes/amendments/supplements (if any) to the Policy from time to time.2
	Việc Chủ Thể Dữ Liệu tiếp tục sử dụng hoặc tương tác với các sản phẩm, dịch vụ của Công Ty hoặc ứng dụng được hiểu rằng Chủ Thể Dữ Liệu đã đọc, hiểu Chính Sách này cùng các sửa đổi, bổ sung liên quan vào từng thời điểm.
	The Data Subject’s continued use of or interaction with the Company's products, services, or applications shall be understood that the Data Subject has read and understood this Policy along with relevant amendments and supplements from time to time.
	Trường hợp có bất kỳ câu hỏi và/hoặc yêu cầu liên quan đến Chính Sách này hoặc thực hiện các quyền đối với Dữ Liệu Cá Nhân của mình, Chủ Thể Dữ Liệu vui lòng gửi yêu cầu đến địa chỉ email: bvdlcn@elitefitness.com.vn; hoặc liên hệ với chúng tôi theo th...
	In case of any questions and/or requests related to this Policy or the exercise of rights regarding their Personal Data, the Data Subject please send the request to the email address: bvdlcn@elitefitness.com.vn; or contact us at the following informat...
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